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Abstract
The Canadian Genomics Partnership for Rare Diseases, spearheaded by Genome Canada, will
integrate genome-wide sequencing to rare disease clinical care in Canada. Centralized and tiered
models of data stewardship are proposed to ensure that the data generated can be shared for
secondary clinical, research, and quality assurance purposes in compliance with ethics and law. The
principal ethico-legal obligations of clinicians, researchers, and institutions are synthesized.
Governance infrastructures such as registered access platforms, data access compliance offices, and
Beacon systems are proposed as potential organizational and technical foundations of responsible rare
disease data sharing. The appropriate delegation of responsibilities, the transparent communication of
rights and duties, and the integration of data privacy safeguards into infrastructure design are
proposed as the cornerstones of rare disease data stewardship.

Key words: data sharing, health ethics, research ethics, genetic privacy, government regulation,
information dissemination, multi-institutional systems, organizational policy, rare diseases

Introduction
The Canadian Genomics Partnership for Rare Diseases (CGP-4RD), also known as “All for One,” is a
novel Genome Canada initiative that will foster data sharing in Canada across the clinical, research,
and health administration branches of Canada’s health care system for improved rare and idiopathic
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disease care. At the outset, the partnership intends to provide Canadians with rare or idiopathic
diseases access to genome-wide sequencing as part of routine clinical care. Enabling the reuse of the
clinical data generated for research and health care system improvement purposes, both within
Canada and internationally, is a central objective of the One for All initiative (Genome Canada
2019). This policy analysis seeks to elucidate the principal ethical and legal obligations of health care
institutions in sharing health data and genomic data, arising from Canadian law and research ethics
guidance. The analysis proposes best practices for compliance with these ethical and legal obligations.
Ensuring compliance can initially appear challenging as these obligations are not harmonized across
Canada’s federal, provincial, and sectoral boundaries (Bernier and Knoppers 2020).

Genome Canada further intends the creation of a “national rare disease cohort” composed of 30 000
sequenced samples provided by rare disease patients and their biological relatives, a “national
platform” to share genomic rare disease data directly and guide independent actors in sharing rare
disease data, and a “clinical implementation” branch to guide participating sites in obtaining neces-
sary ethical, legal, and regulatory permissions to participate (Genome Canada 2018). To support this
initiative, data stewardship approaches are proposed herein that incorporate legal, organisational, and
technological aspects to ensure that rare disease data reuse and sharing complies with Canadian ethics
and law. The proposals hope to ensure that Canadian rare disease data can be used interoperably
across countries, provinces, and sectors regardless of its initial provenance.

Though this analysis is specific to Canada, its conclusions can be generalized to other jurisdictions
that are subject to multifarious and potentially conflicting data privacy laws, such as the Member
States of the European Union—and increasingly, the United States and the nations of the Pacific
Rim (Daley et al. 2015; Kim et al. 2018; Hintze 2019; Peloquin et al. 2020). Considerable technical
barriers to rare-disease data interoperability have been highlighted in scientific literature, including
difficulties in ensuring compatible ontologies are used to describe phenotypic information and
disease-specific information (Thompson et al. 2014; Blais 2016; Boycott et al. 2017, 2019; Gainotti
et al. 2018; Bubela et al. 2019; Grebe et al. 2020). This policy analysis limits itself to the discussion
of ethical and legal requirements applicable to rare disease data sharing, rather than discussing the
technical considerations relevant to rare disease data interoperability.

In Part I, potential medical and scientific benefits of secondary use of rare disease data are described.
In Part II, the different sources of ethico-legal obligations imposed on clinicians and researchers in
using health data are outlined. Part III elucidates the common ethico-legal requirements that govern
health data use in Canada and assesses their implications for the secondary use of Canadian-source
rare disease data. In Part IV, organisational data stewardship models are proposed to promote respon-
sible and equitable access to rare disease data by health care actors and to ensure ethico-legal compli-
ance despite ethico-legal variation and regulatory uncertainty. Part V describes the potential use of
tiered access controls and technological safeguards to permit broad data reuse while preserving the
privacy of concerned individuals. The analysis is intended to guide clinicians, researchers, health care
institutions, and policymakers in the creation of rare disease networks and consortia, and in the inte-
gration of Canadian research outputs thereto.

Part I: Potential benefits of secondary rare disease data use

The rare disease context
It is necessary to qualify what is meant in discussing “rare diseases” in this policy analysis. The
definition and inclusion threshold for rare disease varies internationally and across different scientific
disciplines and regulatory contexts—that is, the definition of a rare disease in health care legislation
can differ from its medical or scientific meaning within a particular context (Clarke et al. 2014;
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Richter et al. 2015). Generally, rare diseases individually affect only a small number of patients, but
collectively affect a significant proportion of the population. Often, national-level regulatory frame-
works set a maximum threshold of affected persons for rare disease status; so long as the number of
affected persons does not exceed the threshold, the disease is considered rare. Such thresholds often
range from 50 000 to 200 000 affected persons in a national population (Clarke et al. 2014; Richter
et al. 2015; Mukherjee 2019; Haendel et al. 2020) or fall within the range of 1 out of 1500 to
2500 persons in the national population (Valdez et al. 2016; Wakap et al. 2020). A small number of
definitions also incorporate qualitative considerations such as a disease’s severity and a disease’s
hereditary or genetic cause (Richter et al. 2015).

For the purposes of this policy analysis, rare disease is intended to refer generally to the diseases falling
into the above definitions and is not restricted to one regulatory or scientific definition. Especially
relevant are those diseases that are sufficiently rare and complex that the use of locally sourced data
will often be insufficient to perform research, and uncommon enough that cooperation between
primary care providers and external specialists is required to offer successful treatment. The chosen
definition does not flow from a scientific discipline but was selected as challenges in ensuring holistic
ethical and legal compliance in sharing data are most acute where such factors are present. Moreover,
the One for All initiative to which this policy analysis pertains intends the sharing of “omics” data
across different health care activities and further serves to justify the chosen scoping criteria for rare
disease.

Canadian clinicians, researchers, laboratories, pharmaceutical companies, and health care institutions
all generate data relating to rare diseases. The data are created heterogeneously as part of individual
treatment, research, and health care planning activities. Increased access to data in health care is
generally beneficial. In the rare disease context, eliminating data siloes is not only beneficial, but also
necessary. Collectively, data-driven approaches to rare disease care address the paucity of locally avail-
able data about rare diseases by repurposing relevant data sets or findings from other sources (Hilgers
et al. 2016; Walkley et al. 2016; Boycott et al. 2020). While not directly addressed in this article, it
should be noted that the increasing use of whole genome and exome sequencing in the clinical rare
disease context will provide vast amounts of data that could be helpful to current and future patients
and their families suffering from rare diseases.

Prospective benefits of rare disease data reuse
Evidence-based medicine often relies on the use of randomized, controlled trials that leverage
research cohorts of sufficient size to generate research findings that are statistically significant.
Assembling statistically significant cohorts of rare disease patients at one trial site can be burdensome
due to the rarity of such diseases and the geographic dispersion of affected individuals and because of
ambiguities in rare disease diagnosis that create challenges in assembling stable trial cohorts, as rare
diseases are often rediagnosed, which can lead to exclusion from an ongoing study if individual
participation therein was predicated on the assumption that the original misdiagnosis was correct
(Hee et al. 2017; Logviss et al. 2018; Zakrezewska et al. 2018). Reusing existing data to perform rare
disease research or to better identify prospective trial participants can mitigate difficulties in assem-
bling the large clinical cohorts necessary to perform statistically significant clinical research among
local populations for a particular rare disease (Blais 2016).

The secondary reuse of existing health data or rare disease data has been proposed to facilitate
diagnosis, drug discovery, and clinical trial validation, and to confirm drug effectiveness in the context
of rare diseases (Boycott and Ardigo 2018; Das et al. 2018; Thorogood 2020). Scientists have
combined rare disease data with data repurposed from other sources to reduce the cost of generating
primary data in rare disease research, decreasing the time and expense required to develop novel
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drugs and to receive regulatory approvals (Frieden 2017; Das et al. 2018; Li and Song 2020). Such
secondary data use has been performed to ensure the critical mass of rare disease data necessary to
perform statistically significant quantitative research is available by replacing control groups with
historical data or using pre-existing health data to determine whether it is appropriate to rely on a
population sample smaller than the usual minimum sample size required for the results of a clinical
trial to be considered statistically significant (Bolignano and Pisano 2016; Jansen-van der Weide et al.
2018; Wright et al. 2018; Li et al. 2019; Mulberg et al. 2019; Taroni et al. 2019; Chow and
Huang 2020).

Data-intensive methodologies such as data mining and machine learning are increasingly being
advocated and utilized to perform rare disease diagnosis, drug discovery, drug validation, and basic
science research, among other clinical and research activities (Choudhury et al. 2017; Mears et al.
2017; Dawkins et al. 2018; Jia et al. 2018; Shen et al. 2018, 2019). The use of data mining techniques
and big data analysis has been described as especially promising for rare disease research, as the com-
plex causal drivers of rare disease might be best discovered using big data methodologies that can
generate potentially meaningful insights from large quantities of genomic, multi-omic, and other
health data that would be impossible for human researchers to parse.

Incorporating data from registries and biobanks in rare disease research has been suggested to be
more effective than sole reliance on traditional clinical trials (Kinkorová 2016; Garcia et al. 2018).
Moreover, the joint use of data from registries and biobanks, or the creation of combinate rare disease
registry-biobank hybrids in rare disease research has been suggested to be more effective still, as the
correlative data regarding disease origin gleaned from longitudinal health registries can be paired with
fundamental genomic and basic science insights flowing from research using biobank samples and the
data derived from samples (Kinkorová 2016; Luo et al. 2016; Garcia et al. 2018).

Even absent the use of novel, data-driven approaches to rare disease care, efficient pan-Canadian and
international data sharing in the rare disease context can be required to enable collaboration among
primary care physicians, specialist physicians, and other institutions, such as laboratories, that partici-
pate in rare disease care (Blay et al. 2016; Bowdin et al. 2016; Groft and Posada de la Paz 2017;
Ormondroyd et al. 2017; Valdez et al. 2017; Gainotti et al. 2018; Byrne et al. 2020). Failure to perform
efficient collaboration and knowledge sharing early in the rare disease care process can result in a
worse prognosis and decreased patient satisfaction (Hannemann-Weber 2011; Hannemann-Weber
et al. 2011). Genomic, multi-omic, and personalized medicine approaches to rare disease care increas-
ingly require the integration and linkage of individual health records to the same individual’s health
records from other sources or to relevant health records of other individuals or larger sets of research
or administrative health care data (Liu et al. 2016, 2019; Burgun et al. 2017; Halfmann et al. 2017;
Pogue et al. 2017; Volmar et al. 2017).

For these reasons, enabling health data sharing in Canada and across international boundaries is
critical for rare disease patients to benefit from better health care and to profit from new research out-
puts. Many potential benefits for rare disease patients to be obtained in using Canadian health data in
combination with other data sets from other health sector uses have been described nonexhaustively.
The ethical and legal principles that guide health data use in the Canadian research and health care
contexts will now be considered.

Part II: Competing sources of ethico-legal obligations in
rare disease data stewardship
Part I addressed the potential benefits of integrating rare disease data from varied clinical, research,
and health care administration activities and of integrating Canadian-source rare disease data to
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international data sharing networks. The different sources of ethical and legal obligations applicable
to health data sharing in Canada are now considered. Divergence in the content thereof across juris-
dictional and sectoral boundaries can cause ethico-legal compliance to appear daunting for health
data custodians responsible for pan-Canadian data stewardship. For rare disease patients, the content
of data privacy laws and research ethics guidance can sometimes appear to unduly restrict their
participation in research. The use of personal data for research, clinical, or quality assurance activities
in health care is usually contingent on the informed consent of participants to the use of their data for
specified purposes or on the anonymization of the data.

It must, however, be noted that the rare disease context challenges certain fundamental assumptions
of data privacy law and research ethics. First, rare disease patients are often minors or are affected
by their respective disease in a manner that may impact their capacity to consent or create additional
complexities in gathering informed consent. Second, there is significant overlap across clinical care,
research, and quality assurance activities in the rare disease context, which can create difficulties in
delineating a singular purpose for secondary data use. Last, because of the relative uniqueness of each
rare disease, the data of rare disease patients can be impossible to successfully anonymize, defeating
anonymization-driven approaches to ethico-legal compliance. Further, rare disease patients often
want to remain identifiable (even sharing photographic images for diagnostic purposes), so that novel
insights about their disease can easily be relayed to them or to their families. For all of these reasons,
certain paradigms of ethical and lawful health data stewardship can be difficult to reconcile with the
realities of rare disease health care (Nguyen et al. 2019). Below, I consider how variation in the ethical
and legal obligations of different Canadian health care institutions can affect the formulation of a
holistic data stewardship strategy for rare disease consortia active across Canada.

Canada’s singular federal and multiple provincial governments have implemented laws that govern
the use of data within their respective spheres of responsibility (Power 2017; Inions et al. 2018). The
federal government has implemented one data privacy law for federal public-sector entities,
the Privacy Act, and another for Canadian private sector entities engaged in commercial activities,
the Personal Information and Protection of Electronic Documents Act (PIPEDA) (Privacy Act 1985;
Personal Information Protection and Electronic Documents Act 2000; Power 2017; Inions et al.
2018). Provinces have all implemented data privacy laws governing their public-sector activities,
and most have also implemented private sector privacy laws. Some have also implemented health sec-
tor privacy laws (Dove and Phillips 2015; Power 2017; Inions et al. 2018; Thorogood 2018; Office of
the Privacy Commissioner of Canada 2020a). Researchers are usually required to comply with the
Tri-Council Policy Statement, an ethics guidance document that governs all research funded by
Canada’s federal research funding agencies that involves human participants or identifiable human
data or biological materials (Canadian Tri-Council 2018).

This proliferation of laws creates a general difficulty in establishing the combination of laws applicable
to specific data use in Canada. Further, creating large clinical care or research collaborations across
multiple sites is challenging because data use obligations can differ for each participating institution.
Sharing data between institutions operating in different sectors and located in different provinces
can create challenges in ensuring ethical and legal compliance, as the number of ethical and legal
obligations that must potentially be complied with increases as does the number of implicated institu-
tions (Council of Canadian Academies 2015; Thorogood et al. 2016; Office of the Privacy
Commissioner of Canada 2018a).

Health-sector privacy laws will often supersede the application of more general privacy laws (Personal
Health Information Protection Act, Ontario 2004a; Personal Health Information Act, Newfoundland
2008a; Personal Health Information Privacy and Access Act, New Brunswick 2009). Provincial private
sector privacy laws will sometimes supersede the application of the general federal private sector
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PIPEDA for data uses internal to the concerned province, if the federal government has decreed that
the concerned provincial law is substantially similar in its content to the concerned federal law (Office
of the Privacy Commissioner of Canada 2004, 2020a; Bastarache 2012; Gratton and Hoffman 2014;
Saulnier and Joly 2016). For uses of health data that cross provincial boundaries, the federal
PIPEDA generally applies. There is, however, disagreement among federal privacy regulators and
Quebec’s provincial privacy regulators as to whether provincial privacy laws, the federal PIPEDA,
or both apply to data uses that cross provincial or national boundaries (Décret 1368-2003 2003;
Nikser 2006; Article 29 Data Protection Working Party 2014; Power 2017). Further, the determina-
tion of which privacy laws apply to certain entities can depend on their engagement in commercial
activities or their private or public character. Health-sector entities that operate at the intersections
of commercial, governmental, and health care activities can find themselves regulated by disparate
and overlapping laws or can face ambiguities regarding the laws applicable to them (Rodgers v
Calvert 2004; Wyndowe v Rousseau 2008; Willison 2009; Gratton and Hoffman 2014; Office of the
Privacy Commissioner of Canada 2015a, 2017, 2019a; British Columbia Medical Association 2017).

For these reasons, health data sharing initiatives in Canada do not often result in the creation of
holistic infrastructures that gather and centralize large data sets from multiple sources for broad reuse.
Instead, participating institutions often negotiate the sharing of limited data sets among themselves.
Such releases are sometimes performed in the prospective collection of designated data from
consenting participants for broad reuse among collaborators (Rothstein et al. 2016; Villanueva et al.
2018) in the selective release of data by a health institution to a designated recipient for one specified
purpose (Council of Canadian Academies 2015) or in the establishment of networks between partici-
pating nodes that subject the release of specified data sets to a central management process by a
designated body rather than requiring the prolonged negotiation of data release conditions anew for
each prospective release (Shabani et al. 2015; The ICGC Data Access Compliance Office and the
ICGC International Data Access Committee 2016; Dyke 2020). Thus far, potential benefits for rare
disease patients arising from increased sharing of data from Canadian health institutions to other
health-sector entities in Canada and abroad have been described. I have considered the potential for
the multiplicity of laws and ethical instruments regulating health data use in Canada to prevent the
free movement of rare disease data and to challenge the adoption of a singular data stewardship strat-
egy for all institutions participating in a data exchange or a data sharing network. These difficulties
having been acknowledged, the common obligations reflected in Canada’s research ethics regime,
and most data privacy laws in Canada will be delineated.

Part III: Ethico-legal requirements applicable to health data
use and health data sharing in Canada

Consent to collect, use, and disclose personal health information
To use health data or share it with another person or institution, the explicit consent of the individual
concerned by the data is often required, as health data are considered to be particularly sensitive
(Townsend v Sun Life Financial 2012). For this reason, relying on a person’s implied consent to use
their health data is generally not appropriate. The consent must in certain instances be recorded in
writing (Canadian Tri-Council 2018) or be drafted according to a legislatively required template, as
is the case in the province of Alberta (Health Information Act, Alberta 2000a; Inions et al. 2018).

For research, broad consent to unspecified future research use in combination with ongoing data
governance is generally regarded as an acceptable best practice in Canada (Canadian Tri-Council
2018). The majority of international genomic data sharing consortia, as well as many biobanks, have
relied on a model of broad consent supported by ongoing governance (Villanueva et al. 2018). Explicit
consent is generally not required to transfer health data to a contracted third-party service provider.
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It is, however, required to transfer health data to a third party intending to use the data for their own
purposes.

Canadian research ethics requires that consent to clinical care and consent to research be clearly
distinguished from one another (Canadian Tri-Council 2018). The informed consent requirements
for research activities are generally more onerous than for clinical activities, as participation in
research usually does not lead to direct health benefits for the research participants. Therefore, all
plausible risks should be disclosed to an individual considering participation in a research consor-
tium. Participants must also be informed of intended data linkages and intended data reuse, as well
as any anticipated data sharing practices (Canadian Institutes of Health Research 2005; Canadian
Tri-Council 2018). In the rare disease context, it is especially important to follow these requirements
in collecting data for later research reuse during clinical care or in performing clinical trials with the
intent of using the collected data for secondary research purposes. Overall, it is recommended that
rare disease research networks harmonize their consent-gathering practices across the clinical and
research settings in participating nodes and obtain affirmative consent to future data use for broad
secondary purposes. Local consent requirements must be respected at each participating site.

Other justifications in ethics and law to collect, use, and disclose
personal health information
Canadian ethics guidance and law allows the use and sharing of health data without individual
consent for a limited number of purposes. The permissible uses vary across provinces and across
categories of entities (e.g., clinics, hospitals, universities). Further, many of these require that data
releases remain internal to the province in which the data was originally collected. Permissible pur-
poses generally include quality assurance; secondary research reuse subject to certain conditions, to
provide care to a person in immediate danger; and to provide health care to the individual concerned
by the data (Act Respecting Health and Social Services, Quebec 1991a; Freedom of Information and
Protection of Privacy Act, British Columbia 1996a; Personal Health Information Act, Manitoba 1997;
Health Information Protection Act, Saskatchewan 1999; Health Information Act, Alberta 2000b;
Personal Information Protection Act, British Columbia 2003; Personal Health Information Protection
Act, Ontario 2004b; Personal Health Information Act, Newfoundland 2008b; Power 2017; Inions et al.
2018). Allowing such secondary reuse is left to the discretion of the health data custodian—generally,
the hospital administrator or other official responsible for the safekeeping of the data upon primary
collection. Data collections, uses, and disclosures absent consent must be individually authorized by
the concerned health data custodian on a case-by-case basis. In practice, permissible data disclosures
are often denied even in circumstances that could benefit the public good, for fear of sanctions being
imposed if the data release were to engender harmful outcomes (Council of Canadian
Academies 2015).

Because the reasons for which such disclosures can be made vary considerably across different laws
and because health data custodians can discretionarily choose to refuse data releases, it is difficult to
imagine exceptions to consent serving as a common basis for the broad secondary reuse of clinical
and research data across Canada for general purposes. Such mechanisms are most appropriate to
the release of data for specific and delimited purposes, rather than to justify the wholesale transfer
of health records to a centralized rare disease data bank or justify broad reuse by third parties.
Ministers, public health authorities, and a small number of other actors have wide powers to requisi-
tion and centralize health data for broad reuse and to designate health registries and prescribed
entities responsible for such activities. Naturally, these powers are not readily at the disposal of health
sector entities independently desiring to share or centralize health data (von Tigerstrom et al. 2000;
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von Tigerstrom and Ries 2009; Power 2017; Inions et al. 2018; Institute for Clinical Evaluative
Sciences 2019; Bernier and Knoppers 2020).

In performing health data sharing, and in receiving and reusing health data, entities must ensure that
a clear justification for the proposed use exists in law—and, if performing research, in research ethics
guidance (Canadian Tri-Council 2018). To prospectively create a general-purpose central repository
of data, obtaining explicit consent is a recommended best practice. To repurpose existing data to
create a general-purpose central repository of data, the involvement of authorities may be required.
For health networks that intend to perform health data exchanges on a restrictive basis, having the
involved institutions ensure the ethical and legal compliance of the exchange absent the explicit
consent of the concerned individual will generally be required. Many other formalities govern the
use of health data in Canada. The more common ones are briefly discussed below.

Returning research results to individuals
Canadian research ethics guidance can require the creation of an incidental findings plan for research,
which delineates whether research participants should anticipate the return of individual research
results or incidental findings. Generally, the return of findings that could have actionable medical
implications for participants must be performed if participants request such return. Informing
research participants of life-threatening primary or secondary research findings can be required even
if the participants have refused the return of research results or of incidental findings (Canadian Tri-
Council 2018; Thorogood et al. 2019). Clinicians, researchers, and consortia often develop propor-
tionate mechanisms for keeping research participants engaged and informed even if direct participant
recontact or return of results are prohibitively resource-intensive or expressly precluded in participant
consents. Such mechanisms can include the use of online publications or letters to provide general
project-related information to interested parties (Canadian Institutes of Health Research 2005;
Gainotti et al. 2016). Whatever approach is favoured, information should be provided to research par-
ticipants in a concise and comprehensible form suitable to a lay audience. If possible, methods of pro-
viding direct notice to interested parties should reflect their expressed preferences as to the frequency
and specificity of communications (Christofides et al. 2019).

Maintaining records for governments and performing privacy
impact assessments
In addition to the conditional requirement to return medically relevant or actionable information to
participants, governments often impose requirements to create reports and records prior to or after
collecting, using, and disclosing health records. For instance, federal public sector entities and
provincial public sector entities in British Columbia and Ontario, as well as health sector entities
in Alberta, can be required by law to complete a privacy impact assessment (PIA) prior to using
personal or health data. Such an assessment is a holistic analysis of intended data use and data
governance practices, the potential risks thereof, and anticipated mitigation measures to safeguard
against the risks identified (Bayley and Bennett 2012; Office of the Privacy Commissioner of
Canada 2020b). Ontario is in the process of amending its health information laws to require the
maintenance of records of data use that can be subject to government audit (Legislative Assembly
of Ontario 2020). It is consequently recommended that health institutions perform a PIA before
engaging in large-scale health data exchange projects and maintain records of their data use activ-
ities throughout the entire life of the project.
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Requirements to use contracts, research management plans, and
funding agreements
Some laws require that data releases to third parties providing data services (storage, analysis, etc.) or
using the data for their own purposes, to be governed by data sharing agreements, the minimum
required content of which is sometimes enshrined in law (Dove and Phillips 2015). For example, such
agreements are required by laws in Alberta, British Columbia, Ontario, and Quebec, (Act Respecting
Health Services and Social Services, Quebec 1991b; Freedom of Information and Protection of Privacy
Act, British Columbia 1996b; Personal Health Information Protection Act, Ontario 2004c; Williams
and Weber-Jahnke 2010; Wakulowsky 2011; Inions et al. 2018). Research plans compliant with
statutory requirements must also be submitted to the institutions authorizing data releases for
research in some provinces, such as Ontario (Wakulowsky 2011; Dove and Phillips 2015). Federal
funding agencies are in the process of implementing requirements to submit data management plans
at the grant application stage as a prerequisite to conducting research involving human participants,
and they generally require data management plans to be maintained by researchers (Government of
Canada 2016, 2018a, 2018b). It is a recommended best practice to use formal contracts that can be
audited and enforced to transfer data to third parties for storage or service-related purposes and to
draft and adhere to a data governance and data management plan in performing a novel, large-scale
use of health data.

Minimizing data collection and limiting the purpose of use
Whether data use is justified by individual consent or another basis in law, overarching principles of
data minimization and purpose limitation delimit the allowable uses of health data. Uses of data are
generally restricted to the purposes originally consented to or otherwise provided for in law. Only
the minimum data required to fulfill such purposes can be utilized or shared (Power 2017;
Canadian Tri-Council 2018; Inions et al. 2018; Office of the Privacy Commissioner of Canada
2019b). Certain laws also permit the reuse of data for purposes compatible with the original purpose
of collection (Canada Health Infoway 2017; Office of the Privacy Commissioner of Ontario 2017).
Entities using health data should clearly establish their intended purposes in collecting data and
refrain from collecting or storing any data that is wholly unrelated to their stated purposes.

Keeping data secure
Canadian ethics and privacy law impose duties to safeguard data using physical protection measures,
technological protection measures, staff training, organisational measures, and administrative
measures (Canadian Institutes of Health Research 2005; Office of the Privacy Commissioner of
Canada 2015b; Flaumenhaft and Ben-Assuli 2018; Inions et al. 2018). Securitization is not a process
of ensuring formal compliance with standard-form requirements, but a holistic process that must be
accounted for in all aspects of health infrastructure design (Cavoukian 2005; Information and
Privacy Commissioner of Ontario 2010; Bender et al. 2017; Inions et al. 2018). Security measures
adopted should be proportionate to the data’s sensitivity and the circumstances of its use (Office of
the Privacy Commissioner of Canada 2003).

Entities using data are generally required to destroy or return all primary copies of the health data
used after their research or caregiving activities have been completed. Prior to the requisite destruc-
tion of information, data should be preserved to ensure that it cannot be lost or destroyed inadvert-
ently, which requires that secure backups be maintained. Once it is warranted, destruction of
information should be performed permanently and irreversibly. It is a general good practice to main-
tain electronic audit logs of data access, modification, and destruction activities within an informatics
system (Dove et al. 2015; Power 2017; Inions et al. 2018). The province of Ontario is in the process of

Bernier

FACETS | 2020 | 5: 836–863 | DOI: 10.1139/facets-2020-0050 844
facetsjournal.com

FA
C

E
T

S 
D

ow
nl

oa
de

d 
fr

om
 w

w
w

.f
ac

et
sj

ou
rn

al
.c

om
 b

y 
3.

13
5.

19
0.

23
2 

on
 0

5/
06

/2
4

http://dx.doi.org/10.1139/facets-2020-0050
http://www.facetsjournal.com


amending its health information laws to require that such data audit trails be maintained (Legislative
Assembly of Ontario 2020).

Remaining accountable for the use of data
In using data, disclosing data to third parties, or transferring data to third-party service providers
without relinquishing control thereof, entities using health data are required to remain accountable
for the use thereof (Office of the Privacy Commissioner of Canada et al. 2012; Kosseim et al. 2014;
Power 2017; Inions et al. 2018; Office of the Privacy Commissioner of Canada 2019c). Some
Canadian privacy laws, including Quebec’s private sector privacy law, require that the data recipient
be held accountable to the same standard of privacy obligations as is incumbent on the releasing party
(Act Respecting the Protection of Personal Information in the Private Sector, Quebec 1993; Inions et al.
2018). Others require that a holistic principle of accountability be respected, without ascribing specific
formal content to the principle (Office of the Privacy Commissioner of Canada et al. 2012).
Accountability requires that organisations take responsibility for their management of personal data
throughout the entire organisation and beyond its bounds and inform the public of their data use
practices.

Measures recommended by Canadian regulators include hiring staff such as Privacy Officers and—if
required by the size of the organization—creating a Privacy Office (Office of the Privacy
Commissioner of Canada et al. 2012). Engaging in intra-institutional receipt and management of pri-
vacy complaints and the performance of internal and external organisational and technological audits
is also a recommended best practice for remaining accountable in using data. Creating inventories of
all personal data held by an organisation has also been recommended by authorities. Implementing
policies for the use of data, the management of data, the destruction of data, and ensuring that staff
are cognizant of their contents can also be required (Office of the Privacy Commissioner of Canada
et al. 2012; Office of the Privacy Commissioner of Canada 2018b, 2019d). Last, accountability can
require the proactive implementation of breach management measures, transparent communication
with the public, and recurrent risk-assessment and risk-management (Office of the Privacy
Commissioner of Canada et al. 2012; Inions et al. 2018).

Respecting individual and public rights in data
The obligations of health care entities to safeguard privacy are counterbalanced against certain
individual and public rights in data. Canadian laws enshrine the following requirements. First, indi-
viduals sometimes have a right to request access to their own data and to require its correction,
destruction, or amendment under specified circumstances (The Access to Information and Privacy
Unit 2008; Power 2017; Inions et al. 2018). Individuals have certain other rights in their data, such
as the right to be notified of its use and to have inaccuracies in their data rectified. Second, public
institutions can be required to release data to members of the broad public that request such data.
Public access requests must generally be honored by the institution unless the release would infringe
individual privacy, certain protected State interests or commercial interests, or prove unduly onerous
to comply with (Power 2017; Inions et al. 2018). Third, parties conducting clinical trials can be
required to release anonymised clinical trial data to the public once de-identification processes have
been applied thereto (Health Canada 2019). If exceptions to the obligation to release data are invoked,
health care entities and public institutions can often be required to de-identify or sever the personal
data from the concerned record and proceed to release the resulting anonymised record
(The Access to Information and Privacy Unit 2008; Scassa and Conroy 2016). Institutional policies
should be developed to consistently address requests to access, amend, or destroy data. These policies
should ensure that individuals can easily submit requests to the organization, and the requests will be
conveyed to the concerned actors and addressed within the time limits prescribed by law. Most laws

Bernier

FACETS | 2020 | 5: 836–863 | DOI: 10.1139/facets-2020-0050 845
facetsjournal.com

FA
C

E
T

S 
D

ow
nl

oa
de

d 
fr

om
 w

w
w

.f
ac

et
sj

ou
rn

al
.c

om
 b

y 
3.

13
5.

19
0.

23
2 

on
 0

5/
06

/2
4

http://dx.doi.org/10.1139/facets-2020-0050
http://www.facetsjournal.com


require such requests to be addressed within one month of their being made, subject to limited
exceptions (Power 2017; Inions et al. 2018).

Performing breach notification
In some Canadian provinces, individuals must be notified if their data are subject to a security breach.
Other provinces instead require that notice be made out to the concerned enforcement body, usually
the Privacy Commissioner, who will decide whether and how individuals should be notified
(Cavoukian 2005; Wilkinson 2010; Power 2017; Inions et al. 2018). The federal PIPEDA requires
records of breaches to be kept for two or more years after the breach occurs (Breach of Security
Safeguards Regulations 2018). Breach notification can also be performed voluntarily. Privacy
Commissioners have historically collaborated with voluntarily disclosing institutions to mitigate the
harms of data breaches (Cavoukian 2009).

Creating a robust internal protocol for consistent breach follow-up is a recommended practice for
health institutions (Inions et al. 2018). Sound data governance, and the aforementioned principle of
accountability, require that internal procedures be developed to report potential breaches to health
institution leadership and that staff be adequately trained to identify and address prospective data
breach risks (Office of the Privacy Commissioner of Canada 2018b, 2019d). The potential benefits
of rare disease data reuse, and the general ethical and legal obligations governing health data use in
Canada having been addressed, it is relevant to consider practical data stewardship approaches that
can help ensure ethico-legal compliance while maximizing the potential to reuse rare disease data.

Part IV: Organisational strategies for ethico-legal
compliance in rare disease data sharing
The previous section described the principal ethico-legal requirements that govern the use of data by
health sector entities in Canada and the potential for perceived difficulties in ensuring ethico-legal
compliance to preclude the transfer of Canadian-sourced rare disease data to international clinical
care or international research initiatives. To ensure the regulatory compliance of widespread rare dis-
ease data sharing, two general approaches to data stewardship can be proposed. The first approach is
organizational, and it relies on the appropriate control of data flows to ensure that ethical and legal
obligations are discharged by each network participant receiving or transmitting data. The second
approach is technological, and it relies on computational safeguards to permit parties to access and
share the nonidentifiable outputs of data-analysis processes without directly accessing or sharing
any underlying identifiable data.

Organisational strategies for rare disease data stewardship
Organisational strategies for rare disease data stewardship aim to ensure that data are accessed
exclusively by individuals holding appropriate ethico-legal permissions, that the data are transmitted
for ethically and legally sound purposes, that the data will be subject to requisite safeguards and timely
destruction, and that the data will not be further disclosed to third parties absent appropriate author-
isations. A combination of such approaches has been implemented by international rare disease data
sharing consortia and health data sharing consortia more generally. The following mechanisms are
proposed to enable such an approach, namely, the use of mandatory minimum consent elements,
retrospective consent filters, data access oversight bodies, registered-access and controlled-access
mechanisms for data access, and data use agreements establishing the responsibilities of downstream
data recipients. Data can be made available using centralized access models which make data subject
to compatible consent and ethico-legal reuse conditions widely available to participants within a
common network. Alternatively, data sharing networks can be used to connect nodes irrespective of
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common ethico-legal permissions applicable to the data sets shared. In the latter instance, network
participants bear a greater burden in ensuring that their data releases and data access practices are
compliant with their local ethical and legal requirements.

Minimum consent elements and retrospective consent filters
The first approach entails the creation of a common minimum of required permissions that data
contributors (clinicians, researchers, etc.) must attest to before being able to submit data to the infra-
structure. Self-assessment tools and retrospective consent filters can be used to compare the permis-
sions the contributors have in the data to the minimum consent elements and ensure that the data
conforms to the required minimum elements (Wallace et al. 2020). Such an approach would require
a consortium to agree to the minimum required ethico-legal permissions to contribute data. The prin-
cipal disadvantage of such an approach is that data sets that do not conform to the required minimum
elements would be excluded from the infrastructure. Health care practitioners today differ consider-
ably in their consent and data stewardship practices and so this approach could exclude much pre-
existing data (Fowler et al. 2017). The Global Alliance for Genomics and Health and the
International Rare Diseases Research Consortium have composed robust lists of recommended mini-
mum consent elements that can serve as the basis of a common consent policy for a pan-Canadian
rare disease research consortium, and it could be repurposed to create a retrospective consent filter
for a consortium integrating retrospectively collected data (Nguyen et al. 2019; Global Alliance for
Genomics and Health 2020). Such a filter would be intended to help prospective data contributors
gauge whether the data they have collected complies with the minimum required permissions to con-
tribute data to the consortium. The alternative approach is to include data sets governed by different
permissions in the same infrastructure.

Matching compatible data sets using standardized representations
of ethico-legal permissions and restrictions
If data sets subject to differing permissions are integrated to a common network, parties contributing
and accessing data will bear the onus of ensuring that the anticipated uses of the data are compatible
with the ethico-legal permissions applicable to the concerned data sets. This can be facilitated in
creating standardized representations of the specific ethico-legal permissions in data using standard
templates. It can also be facilitated by applying general “tags” to identify data sets bearing common
ethico-legal permissions. Existing ontologies and templates such as Consent Codes, the Data Use
Ontology, or the Automated Discovery and Access Matrix can be used for such purposes (Dyke et al.
2016b; Cabili et al. 2018; Woolley et al. 2018). Using these templates allows scientists from across dif-
ferent contributor nodes and even across separate consortia to ensure that the permissions in their
health data can be meaningfully compared. I have considered two alternate methods for ensuring that
the permissions enshrined in data integrated to a data sharing network are compatible with antici-
pated uses. Prospective oversight mechanisms will now be discussed.

Responsible access to data
Consortia can use standardized oversight bodies and contractual agreements to ensure that data users
will make ethical, lawful, and responsible use of health data. Consortia can use a web-based portal to
receive data access requests. Such data access requests can then be reviewed by a Data Access
Committee (DAC), Data Access Compliance Office (DACO), or other equivalent body responsible
for authorizing data access requests (Council of Canadian Academies 2015; Shabani et al. 2015,
2016; Wong et al. 2017; Villanueva et al. 2018). Generally, prospective data users and their institutions
will jointly sign a data access agreement detailing their anticipated data uses, demonstrating their
institutional affiliation, confirming their ability to perform the anticipated activities (i.e., research,
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care, quality assurance), and agreeing to the conditions imposed by the data provider (Dyke et al.
2016a, 2016c; Dyke 2020). The DAC or DACO is responsible for reviewing the agreement and
assessing if the proposed data use is reasonable and permissible in the circumstances.

DACs and DACOs
DACs and DACOs can be coordinated either by the institution that has contributed the data to the
consortium or centrally by a singular data access committee. Using contributor-specific DACs can
be beneficial if the different data sets bear differing permissions, as the contributors will be especially
familiar with the permissions inherent in the data. Using a singular centralized DAC for an entire
health data sharing network can help ensure that access to a consortium’s data is equitable for all users
and that application procedures are streamlined. Further, a centralized DAC can be outfitted with
personnel specialized in ethics, medicine, science, and law that are particularly well-placed to under-
stand the ethico-legal privacy risks inherent in a proposed data use and determine if the proposed data
use is scientifically feasible (Shabani et al. 2016; Dyke 2020). Mechanisms for granting responsible
access to data have been described. Contractual mechanisms for ensuring downstream accountability
for parties accessing the data will now be considered.

Data access agreements and responsibility for downstream use
It is a recommended best practice that data access agreements be structured as enforceable contracts
but be simple in structure so that data users can easily understand their responsibilities (Joly et al.
2011; Knoppers 2014; Dyke et al. 2016c; The ICGC Data Access Compliance Office and the ICGC
International Data Access Committee 2016). Intelligibility for signatories may prove more conducive
to encouraging compliance than obscurely written contracts that are not digestible for accessing
researchers with no legal training (Knoppers et al. 2013; Saulnier et al. 2019).

Canadian ethics and law often require data access agreements to be binding and enforceable against
data recipients and third-party service providers (Flaumenhaft and Ben-Assuli 2018; Inions et al.
2018). The Canadian contributor or consortium may remain responsible to Canadian authorities
for the use of data in the hands of third-party processors outside Canada or when using cloud services
to host or analyze data. For these reasons, data contributors are best protected if binding requirements
are imposed on downstream recipients (Office of the Privacy Commissioner of Canada 2009, 2011).
Canadian laws can require that these agreements be auditable by the entity providing the data to
ensure that a standard of demonstrable accountability is upheld (Office of the Privacy
Commissioner of Canada 2009, 2012).

The content of these agreements can vary depending on the structure of a specific consortium. For a
rare disease consortium that draws together data from different sorts of entities, it could be difficult to
create a harmonized data access agreement, as the legal requirements governing each of the participat-
ing institutions may prove too disparate. Harmonizing data access agreements across a consortium
where possible is beneficial, as it creates consistency in application processes and subjects researchers
accessing multiple data sets to harmonious obligations for all data sets accessed (Saulnier et al. 2019).

Requiring the acknowledgment of contributors for data used in research publications, mandating
confidentiality, and requiring that necessary ethical and legal permissions be obtained as precondi-
tions to data access are common contractual elements (Saulnier et al. 2019).
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Part V: Tiered data access models and technological
privacy safeguards
Having discussed general systems for ensuring that data contribution and data access is performed in
compliance with the ethico-legal obligations of data contributors and parties accessing data, it is
appropriate to consider more sophisticated governance arrangements that recognize the potential
for differing data elements within a database to present dissimilar degrees of privacy risk and conse-
quently requiring different stewardship practices. Technological mechanisms that can allow for the
harmonization of individual privacy interests and secondary data analysis for research or clinical care
purposes are also addressed.

Tiered access
The first approach considered is a “tiered access” approach, which establishes multiple tiers of data
access permissions. Tiered access can impose increasingly restrictive tiers of data access to safeguard
data of differing degrees of sensitivity. The least restrictive access tier, public access, can be used to
house data that is not sensitive, such as certain aggregate or anonymised data, or data that are subject
to the required ethico-legal approvals and sufficient consent to be made fully public (Joly et al. 2016;
Dyke et al. 2018).

The second most restrictive tier, registered access, requires individuals to register as a prerequisite to
submitting data access requests or accessing certain data sets. This can mean requiring simple regis-
tration (username and password) or a more rigorous demonstration of institutional credentials
(Dyke et al. 2016a, 2018; Joly et al. 2016). Such an access model can be used to safeguard a genetic data
search platform if the mere results of database-level search queries could reveal identifiable personal
information in the database, as can be the case for databases containing rare genomic variants,
wherein the mere presence of a rare genomic variant could reveal the presence of a specific individual
or of one among a small number of individuals (Fiume et al. 2019). Registered access is also useful if
data could be misused if it were made accessible to the broad public, but the ethico-legal permissions
in the data allow for broad reuse by accredited researchers. Last, registered access can be used to pre-
vent systematic data mining or data scraping techniques from being applied to a data set to attempt
re-identification or engage in other privacy-invading practices (Goldfein and Keyte 2017).

The most restrictive tier of data access is managed, or controlled, access. Such an access tier is best suited
to hold data if the ethico-legal permissions inherent in the data are sufficiently restrictive that the data
must be released for specific prescribed purposes rather than for general reuse, or if there is a high risk
that combining multiple data sets within a database would create heightened privacy risks due to data
linkage. Controlled access may also be best suited to granting selective access to data sets if a database
uses multiple decentralized oversight committees rather than a singular access committee—or
if the permissions in the constituent records or data sets differ such that access to data sets must be
granted individually (Dyke et al. 2016a; Joly et al. 2016).

Technological privacy safeguards
Technological safeguards can be implemented to allow for the meaningful analysis and use of sensi-
tive health data without jeopardizing the privacy of the individuals to whom the analysed data per-
tains (Joly et al. 2016; Fiume et al. 2019).

Technological safeguards fall into two general families. First, there are disclosure controls that release
health data to requesting parties in limited quantities or in modified form, ensuring that the data
released does not allow individual identification or otherwise reveal sensitive information (Lin et al.
2016; Raisaro et al. 2017; Wang et al. 2017; Fiume et al. 2019; von Thenen et al. 2019; Ayday 2020).
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Such mechanisms include the use of differential privacy methods, which can allow individuals to
search among the aggregate records of a database but add noise to the results returned such that no
single record can sufficiently skew the results to reveal that the data of said component record is
comprised in the overall data set (Dankar and El Emam 2013).

Beacon systems are another form of disclosure control. Beacon systems allow researchers to query for
the presence of specific genomic variants within a database of aggregate genomic records, but they
ensure that only a limited number of results are returned from one individual genomic record in a
data set. This mechanism prevents third parties from inferring that a specific individual’s record is
present in the aggregate data set using strategic queries of the concerned individual’s rare genetic
variants (Raisaro et al. 2017; Wang et al. 2017; Fiume et al. 2019; von Thenen et al. 2019; Ayday 2020).

Second, there are distributed learning mechanisms that perform computational data analysis directly
using sensitive health data, but only release the nonsensitive outputs of such analysis to the human
parties performing the analysis (Deist et al. 2017; Bogowicz et al. 2020; Duan et al. 2020; Zerka et al.
2020). Such mechanisms can alleviate potential ethico-legal difficulties in sharing data outside of its
site of collection by allowing local nodes to perform relevant data analysis alone and aggregating the
nonsensitive results of such analysis across participating nodes.

Conclusion: Holistic principles for data flow management
and health system design
In conclusion, three governing concepts are synthesized from the foregoing analysis that can ensure
holistic ethical and legal data flow management—namely, the appropriate delegation of responsibil-
ities within and across participating institutions, the efficient communication of information to stake-
holders, and the integration of privacy to organisational and technological design (Cavoukian 2011).

The appropriate delegation of responsibilities can help create pan-Canadian rare disease data sharing
infrastructures composed of institutions subject to unharmonized ethical and legal obligations. In
requiring that each contributing node discharge its own obligations prior to data submission, and in
ensuring that data recipients continue to uphold those obligations, a chain of responsible data trans-
mission can be ensured. This can be the achieved even if no single entity or person understands the
total relationship between the responsibilities of all participants in a data exchange. Internally, data
sharing institutions can use delegated responsibilities and efficient correspondence channels to ensure
that staff members are trained to identify and address potential privacy difficulties or to report poten-
tial privacy difficulties to specialized personnel.

The transparent and efficient communication of information can require ensuring that the individ-
uals concerned by health data are informed of their rights and the anticipated uses of their data at
all stages of the data lifecycle. This requires designing consent materials and consent processes that
provide meaningful and understandable information to participants. It also requires the use of acces-
sible and secure technological platforms to disseminate relevant information to participants through-
out the course of a consortium’s existence. Transparent and efficient communication also requires
that consortium partners receiving data are given a clear explanation of their rights and obligations,
without requiring help from specialized ethico-legal personnel within their institutions. This can be
achieved, for instance, by adopting consortium-wide policies that establish obligations regarding
onward transfer of data, standards for data linkage, reidentification, prohibition of certain uses of
data, and requisite security measures.

Designing for privacy first requires the integration of technological measures that grant meaningful
data privacy guarantees to the data stored. It also requires ensuring not only that each component
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of the data infrastructure complies with formal privacy requirements, but also that the ensuing
composite of networked infrastructures and institutions offers coherent privacy protections across
the ensemble of its activities. Last, designing for privacy requires conceptualizing privacy not as a
burden to discharge but as value-added to the entire system. Designing for privacy can encourage
public and institutional trust in a health system that can stimulate funding, increase population
engagement, and entice external stakeholders to integrate their own infrastructures to the larger
network.
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